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Events of 2020 have brought into sharp focus the importance of electronic evidence in law
enforcement, criminal defense, and related civil rights litigation. Electronically stored information
(ESI) generated by 911 calls, police body cams, news media coverage, bystanders’ cell phones,
surveillance cameras, social media postings, text messages, law enforcement databases, third-party
geolocation records, and more provide rich sources of evidence for both prosecutors and
defendants. But these new sources of ESI come with new social, technological, and ethical
challenges for their preservation, production, and use at trial.

To assist participants in the dialogue, we have assembled the most relevant provisions of the Model
Rules of Professional Conduct with their associated Comments.
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Rule 1.1: Competence

A lawyer shall provide competent representation to a client. Competent representation requires the
legal knowledge, skill, thoroughness and preparation reasonably necessary for the representation.

Comment

[1] In determining whether a lawyer employs the requisite knowledge and skill in a particular
matter, relevant factors include the relative complexity and specialized nature of the matter, the
lawyer's general experience, the lawyer's training and experience in the field in question, the
preparation and study the lawyer is able to give the matter and whether it is feasible to refer the
matter to, or associate or consult with, a lawyer of established competence in the field in question.
In many instances, the required proficiency is that of a general practitioner. Expertise in a particular
field of law may be required in some circumstances.

[2] A lawyer need not necessarily have special training or prior experience to handle legal
problems of a type with which the lawyer is unfamiliar. A newly admitted lawyer can be as
competent as a practitioner with long experience. Some important legal skills, such as the analysis
of precedent, the evaluation of evidence and legal drafting, are required in all legal problems.
Perhaps the most fundamental legal skill consists of determining what kind of legal problems a
situation may involve, a skill that necessarily transcends any particular specialized knowledge. A
lawyer can provide adequate representation in a wholly novel field through necessary study.
Competent representation can also be provided through the association of a lawyer of established
competence in the field in question.

[3] In an emergency a lawyer may give advice or assistance in a matter in which the lawyer does
not have the skill ordinarily required where referral to or consultation or association with another
lawyer would be impractical. Even in an emergency, however, assistance should be limited to that
reasonably necessary in the circumstances, for ill-considered action under emergency conditions
can jeopardize the client's interest.

[4] A lawyer may accept representation where the requisite level of competence can be achieved
by reasonable preparation. This applies as well to a lawyer who is appointed as counsel for an
unrepresented person. See also Rule 6.2.

Thoroughness and Preparation

[5] Competent handling of a particular matter includes inquiry into and analysis of the factual and
legal elements of the problem, and use of methods and procedures meeting the standards of
competent practitioners. It also includes adequate preparation. The required attention and
preparation are determined in part by what is at stake; major litigation and complex transactions
ordinarily require more extensive treatment than matters of lesser complexity and consequence.
An agreement between the lawyer and the client regarding the scope of the representation may
limit the matters for which the lawyer is responsible. See Rule 1.2(c).



Retaining or Contracting with Other Lawyers

[6] Before a lawyer retains or contracts with other lawyers outside the lawyer’s own firm to
provide or assist in the provision of legal services to a client, the lawyer should ordinarily obtain
informed consent from the client and must reasonably believe that the other lawyers’ services will
contribute to the competent and ethical representation of the client. See also Rules 1.2 (allocation
of authority), 1.4 (communication with client), 1.5(e) (fee sharing), 1.6 (confidentiality), and 5.5(a)
(unauthorized practice of law). The reasonableness of the decision to retain or contract with other
lawyers outside the lawyer’s own firm will depend upon the circumstances, including the
education, experience and reputation of the nonfirm lawyers; the nature of the services assigned to
the nonfirm lawyers; and the legal protections, professional conduct rules, and ethical
environments of the jurisdictions in which the services will be performed, particularly relating to
confidential information.

[7] When lawyers from more than one law firm are providing legal services to the client on a
particular matter, the lawyers ordinarily should consult with each other and the client about the
scope of their respective representations and the allocation of responsibility among them. See Rule
1.2. When making allocations of responsibility in a matter pending before a tribunal, lawyers and
parties may have additional obligations that are a matter of law beyond the scope of these Rules.

Maintaining Competence

[8] To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the
law and its practice, including the benefits and risks associated with relevant technology, engage
in continuing study and education and comply with all continuing legal education requirements to
which the lawyer is subject.



Rule 1.3: Diligence

A lawyer shall act with reasonable diligence and promptness in representing a client.

Comment

[1] A lawyer should pursue a matter on behalf of a client despite opposition, obstruction or personal
inconvenience to the lawyer, and take whatever lawful and ethical measures are required to
vindicate a client's cause or endeavor. A lawyer must also act with commitment and dedication to
the interests of the client and with zeal in advocacy upon the client's behalf. A lawyer is not bound,
however, to press for every advantage that might be realized for a client. For example, a lawyer
may have authority to exercise professional discretion in determining the means by which a matter
should be pursued. See Rule 1.2. The lawyer's duty to act with reasonable diligence does not
require the use of offensive tactics or preclude the treating of all persons involved in the legal
process with courtesy and respect.

[2] A lawyer's work load must be controlled so that each matter can be handled competently.

[3] Perhaps no professional shortcoming is more widely resented than procrastination. A client's
interests often can be adversely affected by the passage of time or the change of conditions; in
extreme instances, as when a lawyer overlooks a statute of limitations, the client's legal position
may be destroyed. Even when the client's interests are not affected in substance, however,
unreasonable delay can cause a client needless anxiety and undermine confidence in the lawyer's
trustworthiness. A lawyer's duty to act with reasonable promptness, however, does not preclude
the lawyer from agreeing to a reasonable request for a postponement that will not prejudice the
lawyer's client.

[4] Unless the relationship is terminated as provided in Rule 1.16, a lawyer should carry through
to conclusion all matters undertaken for a client. If a lawyer's employment is limited to a specific
matter, the relationship terminates when the matter has been resolved. If a lawyer has served a
client over a substantial period in a variety of matters, the client sometimes may assume that the
lawyer will continue to serve on a continuing basis unless the lawyer gives notice of withdrawal.
Doubt about whether a client-lawyer relationship still exists should be clarified by the lawyer,
preferably in writing, so that the client will not mistakenly suppose the lawyer is looking after the
client's affairs when the lawyer has ceased to do so. For example, if a lawyer has handled a judicial
or administrative proceeding that produced a result adverse to the client and the lawyer and the
client have not agreed that the lawyer will handle the matter on appeal, the lawyer must consult
with the client about the possibility of appeal before relinquishing responsibility for the matter.
See Rule 1.4(a)(2). Whether the lawyer is obligated to prosecute the appeal for the client depends
on the scope of the representation the lawyer has agreed to provide to the client. See Rule 1.2.

[5] To prevent neglect of client matters in the event of a sole practitioner's death or disability, the
duty of diligence may require that each sole practitioner prepare a plan, in conformity with
applicable rules, that designates another competent lawyer to review client files, notify each client
of the lawyer's death or disability, and determine whether there is a need for immediate protective



action. Cf. Rule 28 of the American Bar Association Model Rules for Lawyer Disciplinary
Enforcement (providing for court appointment of a lawyer to inventory files and take other
protective action in absence of a plan providing for another lawyer to protect the interests of the

clients of a deceased or disabled lawyer).



Rule 1.6: Confidentiality of Information

(a) A lawyer shall not reveal information relating to the representation of a client unless the client
gives informed consent, the disclosure is impliedly authorized in order to carry out the
representation or the disclosure is permitted by paragraph (b).

(b) A lawyer may reveal information relating to the representation of a client to the extent the
lawyer reasonably believes necessary:

(1) to prevent reasonably certain death or substantial bodily harm,;

(2) to prevent the client from committing a crime or fraud that is reasonably certain to result in
substantial injury to the financial interests or property of another and in furtherance of which the
client has used or is using the lawyer's services;

(3) to prevent, mitigate or rectify substantial injury to the financial interests or property of another
that is reasonably certain to result or has resulted from the client's commission of a crime or fraud
in furtherance of which the client has used the lawyer's services;

(4) to secure legal advice about the lawyer's compliance with these Rules;

(5) to establish a claim or defense on behalf of the lawyer in a controversy between the lawyer and
the client, to establish a defense to a criminal charge or civil claim against the lawyer based upon
conduct in which the client was involved, or to respond to allegations in any proceeding concerning
the lawyer's representation of the client;

(6) to comply with other law or a court order; or

(7) to detect and resolve conflicts of interest arising from the lawyer’s change of employment or
from changes in the composition or ownership of a firm, but only if the revealed information would
not compromise the attorney-client privilege or otherwise prejudice the client.

(c) A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure
of, or unauthorized access to, information relating to the representation of a client.

Comment

[1] This Rule governs the disclosure by a lawyer of information relating to the representation of a
client during the lawyer's representation of the client. See Rule 1.18 for the lawyer's duties with
respect to information provided to the lawyer by a prospective client, Rule 1.9(c)(2) for the
lawyer's duty not to reveal information relating to the lawyer's prior representation of a former
client and Rules 1.8(b) and 1.9(c)(1) for the lawyer's duties with respect to the use of such
information to the disadvantage of clients and former clients.



[2] A fundamental principle in the client-lawyer relationship is that, in the absence of the client's
informed consent, the lawyer must not reveal information relating to the representation. See Rule
1.0(e) for the definition of informed consent. This contributes to the trust that is the hallmark of
the client-lawyer relationship. The client is thereby encouraged to seek legal assistance and to
communicate fully and frankly with the lawyer even as to embarrassing or legally damaging
subject matter. The lawyer needs this information to represent the client effectively and, if
necessary, to advise the client to refrain from wrongful conduct. Almost without exception, clients
come to lawyers in order to determine their rights and what is, in the complex of laws and
regulations, deemed to be legal and correct. Based upon experience, lawyers know that almost all
clients follow the advice given, and the law is upheld.

[3] The principle of client-lawyer confidentiality is given effect by related bodies of law: the
attorney-client privilege, the work product doctrine and the rule of confidentiality established in
professional ethics. The attorney-client privilege and work product doctrine apply in judicial and
other proceedings in which a lawyer may be called as a witness or otherwise required to produce
evidence concerning a client. The rule of client-lawyer confidentiality applies in situations other
than those where evidence is sought from the lawyer through compulsion of law. The
confidentiality rule, for example, applies not only to matters communicated in confidence by the
client but also to all information relating to the representation, whatever its source. A lawyer may
not disclose such information except as authorized or required by the Rules of Professional
Conduct or other law. See also Scope.

[4] Paragraph (a) prohibits a lawyer from revealing information relating to the representation of a
client. This prohibition also applies to disclosures by a lawyer that do not in themselves reveal
protected information but could reasonably lead to the discovery of such information by a third
person. A lawyer's use of a hypothetical to discuss issues relating to the representation is
permissible so long as there is no reasonable likelihood that the listener will be able to ascertain
the identity of the client or the situation involved.

Authorized Disclosure

[5] Except to the extent that the client's instructions or special circumstances limit that authority,
a lawyer is impliedly authorized to make disclosures about a client when appropriate in carrying
out the representation. In some situations, for example, a lawyer may be impliedly authorized to
admit a fact that cannot properly be disputed or to make a disclosure that facilitates a satisfactory
conclusion to a matter. Lawyers in a firm may, in the course of the firm's practice, disclose to each
other information relating to a client of the firm, unless the client has instructed that particular
information be confined to specified lawyers.

Disclosure Adverse to Client

[6] Although the public interest is usually best served by a strict rule requiring lawyers to preserve
the confidentiality of information relating to the representation of their clients, the confidentiality
rule is subject to limited exceptions. Paragraph (b)(1) recognizes the overriding value of life and
physical integrity and permits disclosure reasonably necessary to prevent reasonably certain death
or substantial bodily harm. Such harm is reasonably certain to occur if it will be suffered
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imminently or if there is a present and substantial threat that a person will suffer such harm at a
later date if the lawyer fails to take action necessary to eliminate the threat. Thus, a lawyer who
knows that a client has accidentally discharged toxic waste into a town's water supply may reveal
this information to the authorities if there is a present and substantial risk that a person who drinks
the water will contract a life-threatening or debilitating disease and the lawyer's disclosure is
necessary to eliminate the threat or reduce the number of victims.

[7] Paragraph (b)(2) is a limited exception to the rule of confidentiality that permits the lawyer to
reveal information to the extent necessary to enable affected persons or appropriate authorities to
prevent the client from committing a crime or fraud, as defined in Rule 1.0(d), that is reasonably
certain to result in substantial injury to the financial or property interests of another and in
furtherance of which the client has used or is using the lawyer’s services. Such a serious abuse of
the client-lawyer relationship by the client forfeits the protection of this Rule. The client can, of
course, prevent such disclosure by refraining from the wrongful conduct. Although paragraph
(b)(2) does not require the lawyer to reveal the client’s misconduct, the lawyer may not counsel or
assist the client in conduct the lawyer knows is criminal or fraudulent. See Rule 1.2(d). See also
Rule 1.16 with respect to the lawyer’s obligation or right to withdraw from the representation of
the client in such circumstances, and Rule 1.13(c), which permits the lawyer, where the client is
an organization, to reveal information relating to the representation in limited circumstances.

[8] Paragraph (b)(3) addresses the situation in which the lawyer does not learn of the client’s crime
or fraud until after it has been consummated. Although the client no longer has the option of
preventing disclosure by refraining from the wrongful conduct, there will be situations in which
the loss suffered by the affected person can be prevented, rectified or mitigated. In such situations,
the lawyer may disclose information relating to the representation to the extent necessary to enable
the affected persons to prevent or mitigate reasonably certain losses or to attempt to recoup their
losses. Paragraph (b)(3) does not apply when a person who has committed a crime or fraud
thereafter employs a lawyer for representation concerning that offense.

[9] A lawyer's confidentiality obligations do not preclude a lawyer from securing confidential
legal advice about the lawyer's personal responsibility to comply with these Rules. In most
situations, disclosing information to secure such advice will be impliedly authorized for the lawyer
to carry out the representation. Even when the disclosure is not impliedly authorized, paragraph
(b)(4) permits such disclosure because of the importance of a lawyer's compliance with the Rules
of Professional Conduct.

[10] Where a legal claim or disciplinary charge alleges complicity of the lawyer in a client's
conduct or other misconduct of the lawyer involving representation of the client, the lawyer may
respond to the extent the lawyer reasonably believes necessary to establish a defense. The same is
true with respect to a claim involving the conduct or representation of a former client. Such a
charge can arise in a civil, criminal, disciplinary or other proceeding and can be based on a wrong
allegedly committed by the lawyer against the client or on a wrong alleged by a third person, for
example, a person claiming to have been defrauded by the lawyer and client acting together. The
lawyer's right to respond arises when an assertion of such complicity has been made. Paragraph
(b)(5) does not require the lawyer to await the commencement of an action or proceeding that
charges such complicity, so that the defense may be established by responding directly to a third



party who has made such an assertion. The right to defend also applies, of course, where a
proceeding has been commenced.

[11] A lawyer entitled to a fee is permitted by paragraph (b)(5) to prove the services rendered in
an action to collect it. This aspect of the rule expresses the principle that the beneficiary of a
fiduciary relationship may not exploit it to the detriment of the fiduciary.

[12] Other law may require that a lawyer disclose information about a client. Whether such a law
supersedes Rule 1.6 is a question of law beyond the scope of these Rules. When disclosure of
information relating to the representation appears to be required by other law, the lawyer must
discuss the matter with the client to the extent required by Rule 1.4. If, however, the other law
supersedes this Rule and requires disclosure, paragraph (b)(6) permits the lawyer to make such
disclosures as are necessary to comply with the law.

Detection of Conflicts of Interest

[13] Paragraph (b)(7) recognizes that lawyers in different firms may need to disclose limited
information to each other to detect and resolve conflicts of interest, such as when a lawyer is
considering an association with another firm, two or more firms are considering a merger, or a
lawyer is considering the purchase of a law practice. See Rule 1.17, Comment [7]. Under these
circumstances, lawyers and law firms are permitted to disclose limited information, but only once
substantive discussions regarding the new relationship have occurred. Any such disclosure should
ordinarily include no more than the identity of the persons and entities involved in a matter, a brief
summary of the general issues involved, and information about whether the matter has
terminated. Even this limited information, however, should be disclosed only to the extent
reasonably necessary to detect and resolve conflicts of interest that might arise from the possible
new relationship. Moreover, the disclosure of any information is prohibited if it would
compromise the attorney-client privilege or otherwise prejudice the client (e.g., the fact that a
corporate client is seeking advice on a corporate takeover that has not been publicly announced;
that a person has consulted a lawyer about the possibility of divorce before the person's intentions
are known to the person's spouse; or that a person has consulted a lawyer about a criminal
investigation that has not led to a public charge). Under those circumstances, paragraph (a)
prohibits disclosure unless the client or former client gives informed consent. A lawyer’s fiduciary
duty to the lawyer’s firm may also govern a lawyer’s conduct when exploring an association with
another firm and is beyond the scope of these Rules.

[14] Any information disclosed pursuant to paragraph (b)(7) may be used or further disclosed
only to the extent necessary to detect and resolve conflicts of interest. Paragraph (b)(7) does not
restrict the use of information acquired by means independent of any disclosure pursuant to
paragraph (b)(7). Paragraph (b)(7) also does not affect the disclosure of information within a law
firm when the disclosure is otherwise authorized, see Comment [5], such as when a lawyer in a
firm discloses information to another lawyer in the same firm to detect and resolve conflicts of
interest that could arise in connection with undertaking a new representation.

[15] A lawyer may be ordered to reveal information relating to the representation of a client by a
court or by another tribunal or governmental entity claiming authority pursuant to other law to
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compel the disclosure. Absent informed consent of the client to do otherwise, the lawyer should
assert on behalf of the client all nonfrivolous claims that the order is not authorized by other law
or that the information sought is protected against disclosure by the attorney-client privilege or
other applicable law. In the event of an adverse ruling, the lawyer must consult with the client
about the possibility of appeal to the extent required by Rule 1.4. Unless review is sought, however,
paragraph (b)(6) permits the lawyer to comply with the court's order.

[16] Paragraph (b) permits disclosure only to the extent the lawyer reasonably believes the
disclosure is necessary to accomplish one of the purposes specified. Where practicable, the lawyer
should first seek to persuade the client to take suitable action to obviate the need for disclosure. In
any case, a disclosure adverse to the client's interest should be no greater than the lawyer
reasonably believes necessary to accomplish the purpose. If the disclosure will be made in
connection with a judicial proceeding, the disclosure should be made in a manner that limits access
to the information to the tribunal or other persons having a need to know it and appropriate
protective orders or other arrangements should be sought by the lawyer to the fullest extent
practicable.

[17] Paragraph (b) permits but does not require the disclosure of information relating to a client's
representation to accomplish the purposes specified in paragraphs (b)(1) through (b)(6). In
exercising the discretion conferred by this Rule, the lawyer may consider such factors as the nature
of the lawyer's relationship with the client and with those who might be injured by the client, the
lawyer's own involvement in the transaction and factors that may extenuate the conduct in
question. A lawyer's decision not to disclose as permitted by paragraph (b) does not violate this
Rule. Disclosure may be required, however, by other Rules. Some Rules require disclosure only if
such disclosure would be permitted by paragraph (b). See Rules 1.2(d), 4.1(b), 8.1 and 8.3. Rule
3.3, on the other hand, requires disclosure in some circumstances regardless of whether such
disclosure is permitted by this Rule. See Rule 3.3(c).

Acting Competently to Preserve Confidentiality

[18] Paragraph (c) requires a lawyer to act competently to safeguard information relating to the
representation of a client against unauthorized access by third parties and against inadvertent or
unauthorized disclosure by the lawyer or other persons who are participating in the representation
of the client or who are subject to the lawyer’s supervision. See Rules 1.1, 5.1 and 5.3. The
unauthorized access to, or the inadvertent or unauthorized disclosure of, information relating to
the representation of a client does not constitute a violation of paragraph (c) if the lawyer has made
reasonable efforts to prevent the access or disclosure. Factors to be considered in determining the
reasonableness of the lawyer’s efforts include, but are not limited to, the sensitivity of the
information, the likelihood of disclosure if additional safeguards are not employed, the cost of
employing additional safeguards, the difficulty of implementing the safeguards, and the extent to
which the safeguards adversely affect the lawyer’s ability to represent clients (e.g., by making a
device or important piece of software excessively difficult to use). A client may require the lawyer
to implement special security measures not required by this Rule or may give informed consent to
forgo security measures that would otherwise be required by this Rule. Whether a lawyer may be
required to take additional steps to safeguard a client’s information in order to comply with other
law, such as state and federal laws that govern data privacy or that impose notification
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requirements upon the loss of, or unauthorized access to, electronic information, is beyond the
scope of these Rules. For a lawyer’s duties when sharing information with nonlawyers outside the
lawyer’s own firm, see Rule 5.3, Comments [3]-[4].

[19] When transmitting a communication that includes information relating to the representation
of a client, the lawyer must take reasonable precautions to prevent the information from coming
into the hands of unintended recipients. This duty, however, does not require that the lawyer use
special security measures if the method of communication affords a reasonable expectation of
privacy. Special circumstances, however, may warrant special precautions. Factors to be
considered in determining the reasonableness of the lawyer's expectation of confidentiality include
the sensitivity of the information and the extent to which the privacy of the communication is
protected by law or by a confidentiality agreement. A client may require the lawyer to implement
special security measures not required by this Rule or may give informed consent to the use of a
means of communication that would otherwise be prohibited by this Rule. Whether a lawyer may
be required to take additional steps in order to comply with other law, such as state and federal
laws that govern data privacy, is beyond the scope of these Rules.

Former Client

[20] The duty of confidentiality continues after the client-lawyer relationship has terminated. See
Rule 1.9(c)(2). See Rule 1.9(c)(1) for the prohibition against using such information to the
disadvantage of the former client.
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Rule 3.3: Candor Toward the Tribunal

(a) A lawyer shall not knowingly:

(1) make a false statement of fact or law to a tribunal or fail to correct a false statement of material
fact or law previously made to the tribunal by the lawyer;

(2) fail to disclose to the tribunal legal authority in the controlling jurisdiction known to the lawyer
to be directly adverse to the position of the client and not disclosed by opposing counsel; or

(3) offer evidence that the lawyer knows to be false. If a lawyer, the lawyer’s client, or a witness
called by the lawyer, has offered material evidence and the lawyer comes to know of its falsity,
the lawyer shall take reasonable remedial measures, including, if necessary, disclosure to the
tribunal. A lawyer may refuse to offer evidence, other than the testimony of a defendant in a
criminal matter, that the lawyer reasonably believes is false.

(b) A lawyer who represents a client in an adjudicative proceeding and who knows that a person
intends to engage, is engaging or has engaged in criminal or fraudulent conduct related to the
proceeding shall take reasonable remedial measures, including, if necessary, disclosure to the
tribunal.

(c) The duties stated in paragraphs (a) and (b) continue to the conclusion of the proceeding, and
apply even if compliance requires disclosure of information otherwise protected by Rule 1.6.

(d) In an ex parte proceeding, a lawyer shall inform the tribunal of all material facts known to the
lawyer that will enable the tribunal to make an informed decision, whether or not the facts are
adverse.

Comment

[1] This Rule governs the conduct of a lawyer who is representing a client in the proceedings of a
tribunal. See Rule 1.0(m) for the definition of "tribunal." It also applies when the lawyer is
representing a client in an ancillary proceeding conducted pursuant to the tribunal’s adjudicative
authority, such as a deposition. Thus, for example, paragraph (a)(3) requires a lawyer to take
reasonable remedial measures if the lawyer comes to know that a client who is testifying in a
deposition has offered evidence that is false.

[2] This Rule sets forth the special duties of lawyers as officers of the court to avoid conduct that
undermines the integrity of the adjudicative process. A lawyer acting as an advocate in an
adjudicative proceeding has an obligation to present the client's case with persuasive force.
Performance of that duty while maintaining confidences of the client, however, is qualified by the
advocate's duty of candor to the tribunal. Consequently, although a lawyer in an adversary
proceeding is not required to present an impartial exposition of the law or to vouch for the evidence
submitted in a cause, the lawyer must not allow the tribunal to be misled by false statements of
law or fact or evidence that the lawyer knows to be false.
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Representations by a Lawyer

[3] An advocate is responsible for pleadings and other documents prepared for litigation, but is
usually not required to have personal knowledge of matters asserted therein, for litigation
documents ordinarily present assertions by the client, or by someone on the client's behalf, and not
assertions by the lawyer. Compare Rule 3.1. However, an assertion purporting to be on the lawyer's
own knowledge, as in an affidavit by the lawyer or in a statement in open court, may properly be
made only when the lawyer knows the assertion is true or believes it to be true on the basis of a
reasonably diligent inquiry. There are circumstances where failure to make a disclosure is the
equivalent of an affirmative misrepresentation. The obligation prescribed in Rule 1.2(d) not to
counsel a client to commit or assist the client in committing a fraud applies in litigation. Regarding
compliance with Rule 1.2(d), see the Comment to that Rule. See also the Comment to Rule 8.4(b).

Legal Argument

[4] Legal argument based on a knowingly false representation of law constitutes dishonesty toward
the tribunal. A lawyer is not required to make a disinterested exposition of the law, but must
recognize the existence of pertinent legal authorities. Furthermore, as stated in paragraph (a)(2),
an advocate has a duty to disclose directly adverse authority in the controlling jurisdiction that has
not been disclosed by the opposing party. The underlying concept is that legal argument is a
discussion seeking to determine the legal premises properly applicable to the case.

Olffering Evidence

[5] Paragraph (a)(3) requires that the lawyer refuse to offer evidence that the lawyer knows to be
false, regardless of the client’s wishes. This duty is premised on the lawyer’s obligation as an
officer of the court to prevent the trier of fact from being misled by false evidence. A lawyer does
not violate this Rule if the lawyer offers the evidence for the purpose of establishing its falsity.

[6] If a lawyer knows that the client intends to testify falsely or wants the lawyer to introduce false
evidence, the lawyer should seek to persuade the client that the evidence should not be offered. If
the persuasion is ineffective and the lawyer continues to represent the client, the lawyer must refuse
to offer the false evidence. If only a portion of a witness's testimony will be false, the lawyer may
call the witness to testify but may not elicit or otherwise permit the witness to present the testimony
that the lawyer knows is false.

[7] The duties stated in paragraphs (a) and (b) apply to all lawyers, including defense counsel in
criminal cases. In some jurisdictions, however, courts have required counsel to present the accused
as a witness or to give a narrative statement if the accused so desires, even if counsel knows that
the testimony or statement will be false. The obligation of the advocate under the Rules of
Professional Conduct is subordinate to such requirements. See also Comment [9].

[8] The prohibition against offering false evidence only applies if the lawyer knows that the

evidence is false. A lawyer’s reasonable belief that evidence is false does not preclude its
presentation to the trier of fact. A lawyer’s knowledge that evidence is false, however, can be
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inferred from the circumstances. See Rule 1.0(f). Thus, although a lawyer should resolve doubts
about the veracity of testimony or other evidence in favor of the client, the lawyer cannot ignore
an obvious falsehood.

[9] Although paragraph (a)(3) only prohibits a lawyer from offering evidence the lawyer knows to
be false, it permits the lawyer to refuse to offer testimony or other proof that the lawyer reasonably
believes is false. Offering such proof may reflect adversely on the lawyer's ability to discriminate
in the quality of evidence and thus impair the lawyer's effectiveness as an advocate. Because of
the special protections historically provided criminal defendants, however, this Rule does not
permit a lawyer to refuse to offer the testimony of such a client where the lawyer reasonably
believes but does not know that the testimony will be false. Unless the lawyer knows the testimony
will be false, the lawyer must honor the client’s decision to testify. See also Comment [7].

Remedial Measures

[10] Having offered material evidence in the belief that it was true, a lawyer may subsequently
come to know that the evidence is false. Or, a lawyer may be surprised when the lawyer’s client,
or another witness called by the lawyer, offers testimony the lawyer knows to be false, either during
the lawyer’s direct examination or in response to cross-examination by the opposing lawyer. In
such situations or if the lawyer knows of the falsity of testimony elicited from the client during a
deposition, the lawyer must take reasonable remedial measures. In such situations, the advocate's
proper course is to remonstrate with the client confidentially, advise the client of the lawyer’s duty
of candor to the tribunal and seek the client’s cooperation with respect to the withdrawal or
correction of the false statements or evidence. If that fails, the advocate must take further remedial
action. If withdrawal from the representation is not permitted or will not undo the effect of the
false evidence, the advocate must make such disclosure to the tribunal as is reasonably necessary
to remedy the situation, even if doing so requires the lawyer to reveal information that otherwise
would be protected by Rule 1.6. It is for the tribunal then to determine what should be done —
making a statement about the matter to the trier of fact, ordering a mistrial or perhaps nothing.

[11] The disclosure of a client’s false testimony can result in grave consequences to the client,
including not only a sense of betrayal but also loss of the case and perhaps a prosecution for
perjury. But the alternative is that the lawyer cooperate in deceiving the court, thereby subverting
the truth-finding process which the adversary system is designed to implement. See Rule 1.2(d).
Furthermore, unless it is clearly understood that the lawyer will act upon the duty to disclose the
existence of false evidence, the client can simply reject the lawyer's advice to reveal the false
evidence and insist that the lawyer keep silent. Thus the client could in effect coerce the lawyer
into being a party to fraud on the court.

Preserving Integrity of Adjudicative Process

[12] Lawyers have a special obligation to protect a tribunal against criminal or fraudulent conduct
that undermines the integrity of the adjudicative process, such as bribing, intimidating or otherwise
unlawfully communicating with a witness, juror, court official or other participant in the
proceeding, unlawfully destroying or concealing documents or other evidence or failing to disclose
information to the tribunal when required by law to do so. Thus, paragraph (b) requires a lawyer
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to take reasonable remedial measures, including disclosure if necessary, whenever the lawyer
knows that a person, including the lawyer’s client, intends to engage, is engaging or has engaged
in criminal or fraudulent conduct related to the proceeding.

Duration of Obligation

[13] A practical time limit on the obligation to rectify false evidence or false statements of law and
fact has to be established. The conclusion of the proceeding is a reasonably definite point for the
termination of the obligation. A proceeding has concluded within the meaning of this Rule when
a final judgment in the proceeding has been affirmed on appeal or the time for review has passed.

Ex Parte Proceedings

[14] Ordinarily, an advocate has the limited responsibility of presenting one side of the matters
that a tribunal should consider in reaching a decision; the conflicting position is expected to be
presented by the opposing party. However, in any ex parte proceeding, such as an application for
a temporary restraining order, there is no balance of presentation by opposing advocates. The
object of an ex parte proceeding is nevertheless to yield a substantially just result. The judge has
an affirmative responsibility to accord the absent party just consideration. The lawyer for the
represented party has the correlative duty to make disclosures of material facts known to the lawyer
and that the lawyer reasonably believes are necessary to an informed decision.

Withdrawal

[15] Normally, a lawyer’s compliance with the duty of candor imposed by this Rule does not
require that the lawyer withdraw from the representation of a client whose interests will be or have
been adversely affected by the lawyer’s disclosure. The lawyer may, however, be required by Rule
1.16(a) to seek permission of the tribunal to withdraw if the lawyer’s compliance with this Rule’s
duty of candor results in such an extreme deterioration of the client-lawyer relationship that the
lawyer can no longer competently represent the client. Also see Rule 1.16(b) for the circumstances
in which a lawyer will be permitted to seek a tribunal’s permission to withdraw. In connection
with a request for permission to withdraw that is premised on a client’s misconduct, a lawyer may
reveal information relating to the representation only to the extent reasonably necessary to comply
with this Rule or as otherwise permitted by Rule 1.6.
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Rule 4.1: Truthfulness in Statements to Others

In the course of representing a client a lawyer shall not knowingly:
(a) make a false statement of material fact or law to a third person; or

(b) fail to disclose a material fact to a third person when disclosure is necessary to avoid assisting
a criminal or fraudulent act by a client, unless disclosure is prohibited by Rule 1.6.

Comment

Misrepresentation

[1] A lawyer is required to be truthful when dealing with others on a client’s behalf, but generally
has no affirmative duty to inform an opposing party of relevant facts. A misrepresentation can
occur if the lawyer incorporates or affirms a statement of another person that the lawyer knows is
false. Misrepresentations can also occur by partially true but misleading statements or omissions
that are the equivalent of affirmative false statements. For dishonest conduct that does not amount
to a false statement or for misrepresentations by a lawyer other than in the course of representing
a client, see Rule 8.4.

Statements of Fact

[2] This Rule refers to statements of fact. Whether a particular statement should be regarded as
one of fact can depend on the circumstances. Under generally accepted conventions in negotiation,
certain types of statements ordinarily are not taken as statements of material fact. Estimates of
price or value placed on the subject of a transaction and a party’s intentions as to an acceptable
settlement of a claim are ordinarily in this category, and so is the existence of an undisclosed
principal except where nondisclosure of the principal would constitute fraud. Lawyers should be
mindful of their obligations under applicable law to avoid criminal and tortious misrepresentation.

Crime or Fraud by Client

[3] Under Rule 1.2(d), a lawyer is prohibited from counseling or assisting a client in conduct that
the lawyer knows is criminal or fraudulent. Paragraph (b) states a specific application of the
principle set forth in Rule 1.2(d) and addresses the situation where a client’s crime or fraud takes
the form of a lie or misrepresentation. Ordinarily, a lawyer can avoid assisting a client’s crime or
fraud by withdrawing from the representation. Sometimes it may be necessary for the lawyer to
give notice of the fact of withdrawal and to disaffirm an opinion, document, affirmation or the like.
In extreme cases, substantive law may require a lawyer to disclose information relating to the
representation to avoid being deemed to have assisted the client’s crime or fraud. If the lawyer can
avoid assisting a client’s crime or fraud only by disclosing this information, then under paragraph
(b) the lawyer is required to do so, unless the disclosure is prohibited by Rule 1.6.
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Rule 4.2: Communication with Person Represented by Counsel

In representing a client, a lawyer shall not communicate about the subject of the representation
with a person the lawyer knows to be represented by another lawyer in the matter, unless the lawyer
has the consent of the other lawyer or is authorized to do so by law or a court order.

Comment

[1] This Rule contributes to the proper functioning of the legal system by protecting a person who
has chosen to be represented by a lawyer in a matter against possible overreaching by other lawyers
who are participating in the matter, interference by those lawyers with the client-lawyer
relationship and the uncounselled disclosure of information relating to the representation.

[2] This Rule applies to communications with any person who is represented by counsel
concerning the matter to which the communication relates.

[3] The Rule applies even though the represented person initiates or consents to the
communication. A lawyer must immediately terminate communication with a person if, after
commencing communication, the lawyer learns that the person is one with whom communication
is not permitted by this Rule.

[4] This Rule does not prohibit communication with a represented person, or an employee or agent
of such a person, concerning matters outside the representation. For example, the existence of a
controversy between a government agency and a private party, or between two organizations, does
not prohibit a lawyer for either from communicating with nonlawyer representatives of the other
regarding a separate matter. Nor does this Rule preclude communication with a represented person
who is seeking advice from a lawyer who is not otherwise representing a client in the matter. A
lawyer may not make a communication prohibited by this Rule through the acts of another. See
Rule 8.4(a). Parties to a matter may communicate directly with each other, and a lawyer is not
prohibited from advising a client concerning a communication that the client is legally entitled to
make. Also, a lawyer having independent justification or legal authorization for communicating
with a represented person is permitted to do so.

[5] Communications authorized by law may include communications by a lawyer on behalf of a
client who is exercising a constitutional or other legal right to communicate with the government.
Communications authorized by law may also include investigative activities of lawyers
representing governmental entities, directly or through investigative agents, prior to the
commencement of criminal or civil enforcement proceedings. When communicating with the
accused in a criminal matter, a government lawyer must comply with this Rule in addition to
honoring the constitutional rights of the accused. The fact that a communication does not violate
a state or federal constitutional right is insufficient to establish that the communication is
permissible under this Rule.

[6] A lawyer who is uncertain whether a communication with a represented person is permissible
may seek a court order. A lawyer may also seek a court order in exceptional circumstances to
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authorize a communication that would otherwise be prohibited by this Rule, for example, where
communication with a person represented by counsel is necessary to avoid reasonably certain

injury.

[7] In the case of a represented organization, this Rule prohibits communications with a constituent
of the organization who supervises, directs or regularly consults with the organization’s lawyer
concerning the matter or has authority to obligate the organization with respect to the matter or
whose act or omission in connection with the matter may be imputed to the organization for
purposes of civil or criminal liability. Consent of the organization’s lawyer is not required for
communication with a former constituent. If a constituent of the organization is represented in the
matter by his or her own counsel, the consent by that counsel to a communication will be sufficient
for purposes of this Rule. Compare Rule 3.4(f). In communicating with a current or former
constituent of an organization, a lawyer must not use methods of obtaining evidence that violate
the legal rights of the organization. See Rule 4.4.

[8] The prohibition on communications with a represented person only applies in circumstances
where the lawyer knows that the person is in fact represented in the matter to be discussed. This
means that the lawyer has actual knowledge of the fact of the representation; but such actual
knowledge may be inferred from the circumstances. See Rule 1.0(f). Thus, the lawyer cannot evade
the requirement of obtaining the consent of counsel by closing eyes to the obvious.

[9] In the event the person with whom the lawyer communicates is not known to be represented
by counsel in the matter, the lawyer's communications are subject to Rule 4.3.
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Rule 4.3: Dealing with Unrepresented Person

In dealing on behalf of a client with a person who is not represented by counsel, a lawyer shall not
state or imply that the lawyer is disinterested. When the lawyer knows or reasonably should know
that the unrepresented person misunderstands the lawyer’s role in the matter, the lawyer shall make
reasonable efforts to correct the misunderstanding. The lawyer shall not give legal advice to an
unrepresented person, other than the advice to secure counsel, if the lawyer knows or reasonably
should know that the interests of such a person are or have a reasonable possibility of being in
conflict with the interests of the client.

Comment

[1] An unrepresented person, particularly one not experienced in dealing with legal matters, might
assume that a lawyer is disinterested in loyalties or is a disinterested authority on the law even
when the lawyer represents a client. In order to avoid a misunderstanding, a lawyer will typically
need to identify the lawyer’s client and, where necessary, explain that the client has interests
opposed to those of the unrepresented person. For misunderstandings that sometimes arise when a
lawyer for an organization deals with an unrepresented constituent, see Rule 1.13(f).

[2] The Rule distinguishes between situations involving unrepresented persons whose interests
may be adverse to those of the lawyer’s client and those in which the person’s interests are not in
conflict with the client’s. In the former situation, the possibility that the lawyer will compromise
the unrepresented person’s interests is so great that the Rule prohibits the giving of any advice,
apart from the advice to obtain counsel. Whether a lawyer is giving impermissible advice may
depend on the experience and sophistication of the unrepresented person, as well as the setting in
which the behavior and comments occur. This Rule does not prohibit a lawyer from negotiating
the terms of a transaction or settling a dispute with an unrepresented person. So long as the lawyer
has explained that the lawyer represents an adverse party and is not representing the person, the
lawyer may inform the person of the terms on which the lawyer's client will enter into an agreement
or settle a matter, prepare documents that require the person's signature and explain the lawyer's
own view of the meaning of the document or the lawyer's view of the underlying legal obligations.
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Rule 4.4: Respect for Rights of Third Persons

(a) In representing a client, a lawyer shall not use means that have no substantial purpose other
than to embarrass, delay, or burden a third person, or use methods of obtaining evidence that
violate the legal rights of such a person.

(b) A lawyer who receives a document or electronically stored information relating to the
representation of the lawyer's client and knows or reasonably should know that the document or
electronically stored information was inadvertently sent shall promptly notify the sender.

Comment

[1] Responsibility to a client requires a lawyer to subordinate the interests of others to those of the
client, but that responsibility does not imply that a lawyer may disregard the rights of third persons.
It is impractical to catalogue all such rights, but they include legal restrictions on methods of
obtaining evidence from third persons and unwarranted intrusions into privileged relationships,
such as the client-lawyer relationship.

[2] Paragraph (b) recognizes that lawyers sometimes receive a document or electronically stored
information that was mistakenly sent or produced by opposing parties or their lawyers. A
document or electronically stored information is inadvertently sent when it is accidentally
transmitted, such as when an email or letter is misaddressed or a document or electronically stored
information is accidentally included with information that was intentionally transmitted. If a
lawyer knows or reasonably should know that such a document or electronically stored information
was sent inadvertently, then this Rule requires the lawyer to promptly notify the sender in order to
permit that person to take protective measures. Whether the lawyer is required to take additional
steps, such as returning the document or electronically stored information, is a matter of law
beyond the scope of these Rules, as is the question of whether the privileged status of a document
or electronically stored information has been waived. Similarly, this Rule does not address the
legal duties of a lawyer who receives a document or electronically stored information that the
lawyer knows or reasonably should know may have been inappropriately obtained by the sending
person. For purposes of this Rule, ‘‘document or electronically stored information’’ includes, in
addition to paper documents, email and other forms of electronically stored information, including
embedded data (commonly referred to as “metadata”), that is subject to being read or put into
readable form. Metadata in electronic documents creates an obligation under this Rule only if the
receiving lawyer knows or reasonably should know that the metadata was inadvertently sent to the
receiving lawyer.

[3] Some lawyers may choose to return a document or delete electronically stored information
unread, for example, when the lawyer learns before receiving it that it was inadvertently sent.
Where a lawyer is not required by applicable law to do so, the decision to voluntarily return such
a document or delete electronically stored information is a matter of professional judgment
ordinarily reserved to the lawyer. See Rules 1.2 and 1.4.
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Rule 5.1: Responsibilities of a Partner or Supervisory Lawyer

(a) A partner in a law firm, and a lawyer who individually or together with other lawyers possesses
comparable managerial authority in a law firm, shall make reasonable efforts to ensure that the
firm has in effect measures giving reasonable assurance that all lawyers in the firm conform to the
Rules of Professional Conduct.

(b) A lawyer having direct supervisory authority over another lawyer shall make reasonable efforts
to ensure that the other lawyer conforms to the Rules of Professional Conduct.

(c) A lawyer shall be responsible for another lawyer's violation of the Rules of Professional
Conduct if:

(1) the lawyer orders or, with knowledge of the specific conduct, ratifies the conduct involved; or

(2) the lawyer is a partner or has comparable managerial authority in the law firm in which the
other lawyer practices, or has direct supervisory authority over the other lawyer, and knows of the
conduct at a time when its consequences can be avoided or mitigated but fails to take reasonable
remedial action.

Comment

[1] Paragraph (a) applies to lawyers who have managerial authority over the professional work of
a firm. See Rule 1.0(c). This includes members of a partnership, the shareholders in a law firm
organized as a professional corporation, and members of other associations authorized to practice
law; lawyers having comparable managerial authority in a legal services organization or a law
department of an enterprise or government agency; and lawyers who have intermediate managerial
responsibilities in a firm. Paragraph (b) applies to lawyers who have supervisory authority over
the work of other lawyers in a firm.

[2] Paragraph (a) requires lawyers with managerial authority within a firm to make reasonable
efforts to establish internal policies and procedures designed to provide reasonable assurance that
all lawyers in the firm will conform to the Rules of Professional Conduct. Such policies and
procedures include those designed to detect and resolve conflicts of interest, identify dates by
which actions must be taken in pending matters, account for client funds and property and ensure
that inexperienced lawyers are properly supervised.

[3] Other measures that may be required to fulfill the responsibility prescribed in paragraph (a) can
depend on the firm's structure and the nature of its practice. In a small firm of experienced lawyers,
informal supervision and periodic review of compliance with the required systems ordinarily will
suffice. In a large firm, or in practice situations in which difficult ethical problems frequently arise,
more elaborate measures may be necessary. Some firms, for example, have a procedure whereby
junior lawyers can make confidential referral of ethical problems directly to a designated senior
partner or special committee. See Rule 5.2. Firms, whether large or small, may also rely on
continuing legal education in professional ethics. In any event, the ethical atmosphere of a firm
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can influence the conduct of all its members and the partners may not assume that all lawyers
associated with the firm will inevitably conform to the Rules.

[4] Paragraph (c) expresses a general principle of personal responsibility for acts of another. See
also Rule 8.4(a).

[5] Paragraph (c)(2) defines the duty of a partner or other lawyer having comparable managerial
authority in a law firm, as well as a lawyer who has direct supervisory authority over performance
of specific legal work by another lawyer. Whether a lawyer has supervisory authority in particular
circumstances is a question of fact. Partners and lawyers with comparable authority have at least
indirect responsibility for all work being done by the firm, while a partner or manager in charge of
a particular matter ordinarily also has supervisory responsibility for the work of other firm lawyers
engaged in the matter. Appropriate remedial action by a partner or managing lawyer would depend
on the immediacy of that lawyer's involvement and the seriousness of the misconduct. A supervisor
is required to intervene to prevent avoidable consequences of misconduct if the supervisor knows
that the misconduct occurred. Thus, if a supervising lawyer knows that a subordinate
misrepresented a matter to an opposing party in negotiation, the supervisor as well as the
subordinate has a duty to correct the resulting misapprehension.

[6] Professional misconduct by a lawyer under supervision could reveal a violation of paragraph
(b) on the part of the supervisory lawyer even though it does not entail a violation of paragraph (c)
because there was no direction, ratification or knowledge of the violation.

[7] Apart from this Rule and Rule 8.4(a), a lawyer does not have disciplinary liability for the
conduct of a partner, associate or subordinate. Whether a lawyer may be liable civilly or criminally

for another lawyer's conduct is a question of law beyond the scope of these Rules.

[8] The duties imposed by this Rule on managing and supervising lawyers do not alter the personal
duty of each lawyer in a firm to abide by the Rules of Professional Conduct. See Rule 5.2(a).
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Rule 5.2: Responsibilities of a Subordinate Lawyer

(a) A lawyer is bound by the Rules of Professional Conduct notwithstanding that the lawyer acted
at the direction of another person.

(b) A subordinate lawyer does not violate the Rules of Professional Conduct if that lawyer acts in
accordance with a supervisory lawyer's reasonable resolution of an arguable question of
professional duty.

Comment

[1] Although a lawyer is not relieved of responsibility for a violation by the fact that the lawyer
acted at the direction of a supervisor, that fact may be relevant in determining whether a lawyer
had the knowledge required to render conduct a violation of the Rules. For example, if a
subordinate filed a frivolous pleading at the direction of a supervisor, the subordinate would not
be guilty of a professional violation unless the subordinate knew of the document's frivolous
character.

[2] When lawyers in a supervisor-subordinate relationship encounter a matter involving
professional judgment as to ethical duty, the supervisor may assume responsibility for making the
judgment. Otherwise a consistent course of action or position could not be taken. If the question
can reasonably be answered only one way, the duty of both lawyers is clear and they are equally
responsible for fulfilling it. However, if the question is reasonably arguable, someone has to decide
upon the course of action. That authority ordinarily reposes in the supervisor, and a subordinate
may be guided accordingly. For example, if a question arises whether the interests of two clients
conflict under Rule 1.7, the supervisor's reasonable resolution of the question should protect the
subordinate professionally if the resolution is subsequently challenged.
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Rule 5.3: Responsibilities Regarding Nonlawyer Assistance

With respect to a nonlawyer employed or retained by or associated with a lawyer:

(a) a partner, and a lawyer who individually or together with other lawyers possesses comparable
managerial authority in a law firm shall make reasonable efforts to ensure that the firm has in effect
measures giving reasonable assurance that the person's conduct is compatible with the professional
obligations of the lawyer;

(b) a lawyer having direct supervisory authority over the nonlawyer shall make reasonable efforts
to ensure that the person's conduct is compatible with the professional obligations of the lawyer;
and

(c) alawyer shall be responsible for conduct of such a person that would be a violation of the Rules
of Professional Conduct if engaged in by a lawyer if:

(1) the lawyer orders or, with the knowledge of the specific conduct, ratifies the conduct involved;
or

(2) the lawyer is a partner or has comparable managerial authority in the law firm in which the
person is employed, or has direct supervisory authority over the person, and knows of the conduct
at a time when its consequences can be avoided or mitigated but fails to take reasonable remedial
action.

Comment

[1] Paragraph (a) requires lawyers with managerial authority within a law firm to make reasonable
efforts to ensure that the firm has in effect measures giving reasonable assurance that nonlawyers
in the firm and nonlawyers outside the firm who work on firm matters act in a way compatible
with the professional obligations of the lawyer. See Comment [6] to Rule 1.1 (retaining lawyers
outside the firm) and Comment [1] to Rule 5.1 (responsibilities with respect to lawyers within a
firm). Paragraph (b) applies to lawyers who have supervisory authority over such nonlawyers
within or outside the firm. Paragraph (c) specifies the circumstances in which a lawyer is
responsible for the conduct of such nonlawyers within or outside the firm that would be a violation
of the Rules of Professional Conduct if engaged in by a lawyer.

Nonlawyers Within the Firm

[2] Lawyers generally employ assistants in their practice, including secretaries, investigators, law
student interns, and paraprofessionals. Such assistants, whether employees or independent
contractors, act for the lawyer in rendition of the lawyer's professional services. A lawyer must
give such assistants appropriate instruction and supervision concerning the ethical aspects of their
employment, particularly regarding the obligation not to disclose information relating to
representation of the client, and should be responsible for their work product. The measures
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employed in supervising nonlawyers should take account of the fact that they do not have legal
training and are not subject to professional discipline.

Nonlawyers Outside the Firm

[3] A lawyer may use nonlawyers outside the firm to assist the lawyer in rendering legal services
to the client. Examples include the retention of an investigative or paraprofessional service, hiring
a document management company to create and maintain a database for complex litigation,
sending client documents to a third party for printing or scanning, and using an Internet-based
service to store client information. When using such services outside the firm, a lawyer must make
reasonable efforts to ensure that the services are provided in a manner that is compatible with the
lawyer’s professional obligations. The extent of this obligation will depend upon the
circumstances, including the education, experience and reputation of the nonlawyer; the nature of
the services involved; the terms of any arrangements concerning the protection of client
information; and the legal and ethical environments of the jurisdictions in which the services will
be performed, particularly with regard to confidentiality. See also Rules 1.1 (competence), 1.2
(allocation of authority), 1.4 (communication with client), 1.6 (confidentiality), 5.4(a)
(professional independence of the lawyer), and 5.5(a) (unauthorized practice of law). When
retaining or directing a nonlawyer outside the firm, a lawyer should communicate directions
appropriate under the circumstances to give reasonable assurance that the nonlawyer's conduct is
compatible with the professional obligations of the lawyer.

[4] Where the client directs the selection of a particular nonlawyer service provider outside the
firm, the lawyer ordinarily should agree with the client concerning the allocation of responsibility
for monitoring as between the client and the lawyer. See Rule 1.2. When making such an
allocation in a matter pending before a tribunal, lawyers and parties may have additional
obligations that are a matter of law beyond the scope of these Rules.
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